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% • t-^^i h'<7)iOt 7'y ^ f A i iif> Of - 7*^ 
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s 

fcfUffl (#JRL i&IB, t^i^a n^fc^l^o 
[0 0 9 6] 

(1) 'J-7ID^^7>f7>HD«>7-^ 

(2) *7>f T> h I Dfca-f I DOMJEB-r- r/U 

(3) J3- — if I DU- 9* • K^l£f-^ 

(4) n >f > 7 I D i: 7 ^ >^ I 

(5) 3- -if I Di:f7>n- KU:n>f>703 I D«<f-7 

(6) a-fID^7>n- KUc7^f -fe>^7^-t^ I D©**j£"r-7 
[0 0 9 7] 

<afi^&#H3L/i 19 WM Lfc 1) -T & £ t § * o 
[0 0 9 8] 

(1) 1 J-7IDfc77'f7>H DOitlDf-^ 

(2) ?yjT>Y I Dfc^--if I DWJSf-^ 

(3) n^T-^y I Dt7^*>^ I D^lSf-^ 

(4) .3. -if I D^7^n-FL/;3>r>703yf>7l DO*fJ&x-7* 
;v (IfcK^vn- KLf:H^7^f-t>^ I D&^&ffiW& it^i^.) 

(5) a— if I D^7>n- Klf;5^-b>^07^-b>^ I DcoMSx-^ 

[0 0 9 9] 

>f>7i^5>f 7> hBfcfitff («») t7^m> * v^T> fBW:^7^f 

<< Ty Y AStKB^^Vf ^^^^^rH^-t-^o :©3>f>70Mli 
, HI 1 KTjrfJ: -5 K&TO^JllIP 1 ~P 6 \z$EvXff&t>ti&o 
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[0 10 0] 

pi : 3 yTyyoyvyv— K 

P2 ^'f'fe^O^^n-Kfcnvf >70f?4 
P3 :*»^f-?^-^IB^fl|«J!lf 
p 4 : n^T-^yfcgU* 7 4T> Y^&m 

p 6 : mm&r- 9 m<vm 

[0 10 1] 
[0 10 2] 

®7 Kit, 3>T>y*yV>u-Vi-&m<V?7JT>YAm<D98M^m& 
[0 10 3] 

T. *7h7-^"f>^-7x-^106 £^LT. -a>7->y • -9— /*A^ 
T^-b^-T^ '7 7*S2 1) o 

[0 10 4] 

n > > ^ • -9— ^A^7*-fe* Lfcfg^ ^7^T>h<7)^^7 t V^Bffi 

ilftrta (Xf77 B S22) o ££>^ n>f-^^ • -9-- ^ACitLtJ— if I 
D£»£n-F& (^7^8 2 3) o 
[0 10 5] 

&J:^:> = > -r v y • -9— A ti > 3>f>7 Jgsglf #<7>ilftl KJ&SF 
WM~f2> uyf-yy £DilHHt;L-*'tj!Mff LT < ^> 0 ^5>f7>>Ali, Rf-^- 
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^-v: 27/ 



& Uf ^S2 5) o 
[0 10 6] 

[0 10 7] 

uyy-yy • -9— -/^Ati, ^7^f7> h A J: «9 T ? J kX*g:lf2>tXWM1~& 

2 2 fci3V>t\ ^9>f T> h Aa*M&UT§fdf^K^1-&o 
[0 10 8] 

t yy'S 3 3) o 
[0 10 9] 

fit, MfrmZtitzx>>Tyy*, a>-r>y • ^r-K c im^XVS^ritt 
h Uf 77S3 4) o Kfg r? > -r > ^ ^filiSP KfBIt £ tLT v> %> • n > x > *7 • 
r-^fi. BEKATRAC 3?j:i£K± K$ tLTV^<7)t:\ Ci^^n 

* * * «b * d $> m^rit Lxfrbmm^ >^>y sarac k «m t r & < d t n 

^f7 7*S3 4*f«&t*iWiSo 
[0 110] 

-fe>^. I D Ut?7S3 5) 0 fLT, IttftLfca V-r • 7* 

WJ1"&7>f I D&##Dt-& Uty7S3 6) o 

[0111] 
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ivtJr-^^^ I DS:#iDbfe^y ^fc«r7*~*ry YitLtzT-?* 
> ^Wtntrj^ry Y Ai:MtS Uf-;/S3 7) o 
[0 112] 

fit:, ^7^7>fA^-f I Di:MU:n>f>7W3>f>7 I D 
[0 113] 

0 9 Kit, ay-fyy- t-y^A^"b ^ 7 T > b Al:n >r > 7 ^ifif 1 1. 
K s :«7*-7y hfi, ^y?" (Header) ^T"*-^ (Data) fc-Cfl* 
[0 114] 

^•yVKlt, Z2Vy-yy^¥k (Content Information) 7^-b>XID (L 
icense ID) << >7 - • "7'n y ^ (;pr$Mfc3r- • v ? : E 

KB (Enabling Key Block) ) fc. EKB^?>4j£$ii^-KEKB*lv»t 
Bf^b$tLfz3>T->^ • K c i: U^f-^KEKB (K c ) ^ s @ee$tL 
TV^ 0 EKBKRILTti^ ^ffifiA^ffitwSiaE$tfrv^WO 0 2/ 

0 8 0 4 4 6 icfBJBSti/rv**^ ^HW^SIi'fcttittgWSi L&v^T;\ ^ 

[0 115] 

-*£f&SlJ1-&£#0|&glJ4f#£: U<On>rV7 I D (C I D) 4:, ^-<^rr> 
[0 116] 

7*- * f±, fflftO»tf>l* ^b7*n y ^ (Encrypt ion Block) fc«fc •} m& $ *t* 
o #W7o^l±, -I'-v^ • ^ Ml/ (IV: Initial Vector) fc„ v 
-K(Seed) a • 7*-* K' c ^MHbbfcr*-* E R' 
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c (Data) ti&o 
[0 117] 

[0 118] 

[f&l] 

K' c =Hash (K c , Seed) 
[0 119] 

[0 12 0] 

ft^totiho tfos/M h<oBf^b(i^ hu^o8/^ b (Dm^it^^mm 

LXftti:t>ti2>CBC (Cipher Block Chaining) KTMt ^t>tt^> 0 
[0121] 

[0 12 2] 

0 8 0 4 4 6 KiBic£*LTV/>&^ *fkW<OEWKl±W&W&L1t\<*e>"e* #58 
[0 12 3] 
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[0 12 4] 

Ell 0 ^7^f7>bAfflW>n- K L/; n > t > 7 ^S4t li 
O*ta#J0C*7n— 7^- hoM^Ltv^o 
[0 12 5] 

^U^U:n>f >^^)»Jff# (CID) &Ifltf#T& (J*-ry/S4 1 
[0 12 6] 

[0 12 7] 

~fh Ur';7"S4 2) 0 ? >f -t V^^*/i^#$tLTV^v^ 

*7^7*S4 3lc3i^ 7^*>^#«il &m.fti-2>o 
[0 12 8] 
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o 

[0 12 9] 
[0 13 0] 

[0 13 1] 

) o fit, Bg-^fcStLT^&n^-rVy -7*-**^ H9 K^Lfcf-^KE 

^r^S49) o 
[0 13 2] 

[0 13 3] 

Ell 1 HI 0i:^f7n-ft - J^^x^'S 4 3t?Hff$^*9 

[0 13 4] 

ft -v £. t lc J: *) , 'J-7ID, DNK (tW * • ^ - K • , ??4T> 



£BIE#2 004-3006559 



^ ^p2 0 0 3 -0 1 4 2 4 4 A ^-v : 




[0 13 5] 

— -e&& 0 

[0 13 6] 

*1-^> Uf7 7°S 6 1, S 6 2) o 
[0 13 7] 

7^ • -9— ^Blzmm-fZ Uf7 7"S 6 3) o 

[0 13 8] 

>7> • ^-/^Atci^^^^^^^a^S^^t'ov^Tfi^lca^o 
[0 13 9] 

UT-y7"S6 4) % 7^^^#-Mi:^t^7^* 
>-X£fB'l)lft& Ut77°S6 5) o 
[0 14 0] 

ifcjj, H • -^-/^A^ib^^-tv^^^f-r^cit^-e^^v^^^ 

(i Uf77"S6 4) , j^O-x^ -^a^^ftT Uf-7 7°S6 6) , « 
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[0 14 2] 

Ill 1 1 fcjjrJ-J: 9 £9>f -tev^flJtfWOsSfi* 3>fvyo^>n-K 
[0 14 3] 

Ell 2 ^-f-fe>^ • -9-- 9 J <i T> M^tt^tL&^'f -fe>*?> 

[0 14 4] 

&M$kftKi±. f O 7 >f -b >X 3 > 7 S:fffl t * i 

*>x*m&tik (n^wovm) temf-cz&mik mm* 

jF-TtiWRfc if tLT V> & o 

[0 14 5] 

Ell3Kt± % * 7^f7> h Affi0^ibO7>f -b>^5?* (HI 1 1 Cft7D-f 
[0 14 6] 

(^77^5 7 1) o f U, ^7-fT>hA*»«3T^-t^*^t/Sfci^ * 
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^-v: 34/ 



/S72) o 

[0 14 7] 

■&V>-C% ^^-b>^ • -9— /^Al±. H^t^-^^-X ••9— ^AKJtt^ 

^i7-M^^TLT (^f7^S7 5) „ ^it^-^ 
[0 14 8] 

■^-/^A^^^-^fl^ao^^ic^LT. -e-OJx— 9 s I Dfc^*7- KK*tJ£ 

fcv^ifjfi U z-^ti Uf7 7'S7 7) o 

[0 14 9] 

^ai±, 7 4*>x4t^ttwntt& J ^mffe%kZ7'(*>x 

JM&H^tLT Ufy7'S7 8) > ^a^-^V^^^-Ti-^o 
[0 15 0] 

[0 15 1] 

yUi>X • -9— ^Ati, fcB Lfc^W -tV^i:'J-7 I Dfrffrinrta (* 
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[0 15 2] 

>k^x, • -9— /-?aj±, i07^f ^yxitzttmjtwbiix^ztizm 

[0 15 3] 

3) o 

[0 15 4] 

7IDSr*tr) 9* I D trtX 7 - Kfc#JS&tt»tT|B* LX& < 0 M 

ID^a- 9 r IDH^j£#»tTlMk1-«. U777°S8 4) o *f&^7*-*"**- 

[0 15 5] 

ft&l^ ^-fe^* • -9— /*Aii, M^-^^AtCT^-bX Lt, i-fID 

Kic*tjsi-^^--r«t-r^>^^a^^fi-^ Uf'^s 8 5) 

[0 15 6] 
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i^|2 0 0 3-0 1 4 2 4 4 £ ^-v : 

?94T> hXit, -tyxZ&tfZZ ttfX£%^<DX\ 
[0 15 7] 

H114^{i > ill 0 KTFiryu-^^- h^OXy- v ~7S 4 5 K$5^X^ 9 y 
[0 15 8] 

^U, ^-T-te^iBSfeflMJU ^-f ID, St>V^7- K£A2j1"& Uf 
yy'S9 1, S 9 2) o 
[0 15 9] 

[0 16 0] 

[0 16 1] 
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7-/S9 5) o 
[0 16 2] 

• -V—s*Afrb<OtiU8$kft%$:teLX Uf >^S96) > Ctt^r** 
[0 16 3] 

IH 1 5 Kii> 111 1 0 i:^t70-f ft^^f 77°S 4 5 (Hll 4 
) £*J-J&LT9>f-fe>;* • -9-- /^-eUfi 1 ^WML^X-fr*? 4 

[0 16 4] 

ysioi) > r> h A^mm l tz ^ 4 "ty^m^ otm) *^ti- 

%> (Xf7 7°S 102) „ 
[0 16 5] 

[0 16 6] 

o 

[0 16 7] 
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[0 16 8] 

o*v>T, uy^yy - ^-/tfrb&ffiZfttzx >T>y*m%i~ ffi.fr 
[0 16 9] 

uvy- yy • ^p-k c \zx QEg^kZtLX&l) (E n c (K c , Cont 
e n t ) ) . n^T>7^-K c li, h • ^-KR (EKB^MI^^ 
^--e&o-C, HI 9 fr'^Lfcn >y • x-^ft'CO^r-KEKB C * 
) -e«F^fk**L (Enc (KR, K c ) ) , EKBfct^JC, HfriHfcS fix 3 > 

[0 17 0] 

01 7K/FL/iW~&&t&EKBKte > 0!lx.(fm 1 8 K^-fX fc, DNKt 
^■nm^^-y • ^f-KR^tflTV^ (Enc (DNK, KR) ) « Lfc 
^T, *^T^H±> V—VX - T-?liZ<£tiXZDNK*mmLX* EK 

T, Enc (KR, K c ) ^f>n>t>7 • ^K c *tfnitftl, CI 
W3>T>7-^Kc £ffiv>T> ltft3>f>7E nc (K c , Conte 

nt) 3 >7 >7 i i^-ei 4o 

[0 17 1] 

owiwitB wt?o**m* k J: «9 ra-m^o ^7^7>h ax^ 9 >r r > 

h B |T*©3 yy-y y <D&m i mmt ZtintoK, *»*f- A <?> Hffflf 



ttiiE#2 004-3006559 
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[0 17 2] 
[0 17 3] 

(1) 'J-7ID^7^7>MD«t-^V 

(2) ?7s(T> M DfcJL— if I D^£f-7;v 

(3) n >f >7 I D i: 7^t>A I D*f-7"^ 

(4) ja.— 9* I Dt^vn- FU;n>'f> , ^3>f77 I D<OMJBT-7 

(5) a-f I D t VD - K U7 'f *>^<07 -b >^ I DO^ISt---/ 
[0 17 4] 

^ 7 ^ 7 > b A C^7 >n - K tf:3 >f >7 ^, ^7^T> h B ^^TflJ 
[0 17 5] 

IH 1 ^i-^T*l±, 7 7^f7>hACi5^t, ^7>n-KU;n>f>7^: 
[0 17 6] 

iO*^, ^7^7VfAlti±, ^y*R»^e>3 >T->^*^otb 
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W2 0 0 3 - 0 1 4 2 4 4 -s-j; 

I 

[0 17 7] 

z^it, — 1j<d?74 t> vc^y^yy^mxir^t^ ^yy-yy^m^m^ 

■h\ mc^-*ffim^-$-2>%\}<D? ; 7jTy i^i>&mw,mztf%7 i^cu^ 

J: v* c 

[0 17 8] 

BU^-7^T> hfrcmm\.tz?yTyvizm-t&7 4 -tyx^y^yu- \?tx 

y±y2^m&. ; 

^^-f >bihjt-(±, ?7jry hA^h^mLtz^y^yyi/zmi- z^J 

[0 17 9] 
[0 18 0] 

£7>LT^Lfcn>x>yO»J1f# (CID) £J|5tf#1-£ Ur^S4 1 
) 0 ^yTyvbm^fc&t, ^X\ Z<Duy7-yy\zMfc-$-2>7<i*;y* 
ID (-e<7) n > f > 7 ffitl. o 7 ^ >^ OtSUffii) *mfrWZ> 

o 

[0 18 1] 

>X^X\ mfrMhtitzyJ^yxiDKttfclr&y'fJzyxtiK fyJTyh 

b\,zx <omzm%zti. yj*y*m§ • ^mmz&mztix^&frt^frzm 
(x9-yys4 2) 0 mm-tz yj "tyxtfjktmnzfcx^* 

^m^-iz^ ^f7 7°S4 3i:M, y4*yKm§®m*Uft-fZ>o 9y<4T 

yyz\u mi n:gtii¥ii:^oT7^ ^^^m^t&^o 

7>f -fe^^itl^ HI 1 2 \Z7fr\^iz%.*)X3bho 
[0 18 2] 
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Xf? 7°S 4 2 fc£v>T. 7^>*«^#£*LTV>& fc^WSfLfc*^ 

7frzmwr~r& Ut7rs4 4) 0 

[0 18 3] 

7 ^ -b > * O^Dl &a*SE SIT L X fiJIff $ *Lfc*frfr £ M\ 7f^S 
[0 18 4] 

W^^fi, ^7-*ka*fT*oT^f> Uf^S4 7) . 
[0 18 5] 

zm^ik^yy-yy ■ r-? i^y^yymmm-hm^tiMr Uf7^S4 8 

^f^S4 9) o 
[0 18 6] 

Sr^T^? Uf7 7"S 5 0) o 
[0 18 7] 

*7-y7*S 4 3 K£v*t\ 77^fT>bB(i, Hll 1 lC7B1-^a¥JIIS^oT 

9 -t >x^*3.a*ff * 9 o 

[0 18 8] 

S1\ ^-fT^hBJi, M^&^HrV^O^tiWSU MCJ.-f ID 
KSrA^I"* Uf77'S61, S62) 0 
[0 18 9] 
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[0 19 0] 
[0 19 1] 

{± (^f7 7'S6 4) % • WWMK&^XZ-OJJ -fe 

[0 19 2] 

t± 77°S6 4) „ ^fseOi^-^aSrUff LT Uf77"S6 6) > « 

[0 19 3] 

[0 19 4] 

Hill ^75l-7a-^- f^XT77°S 6 3 £*3V>T*^-'f T> bB*»7 
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[0 19 5] 

• -9— / 1 B «Mf *jt#K cD|Htm# OTt 9 >f * > X Sr & ft <D*>m=£ 
[0 19 6] 

Ut7/S 111) o -etT. ??JT> hBfrhT?>kX*g:lf-fct&K* 

T> a-fl Dt;U7- h\ V -7 I Dim:? >T * ^*^5ctifffc (^-trf 
^ID) *^S1-^60t:\ • -9— ^BflCCt±itLC>*mD^tr Ur 

7 7'Sl 12) o 
[0 19 7] 

JL—ri D £;-?*7- KOHS^S^«L (Xt? 7S 1 1 3) . ?y<<T> 
hB^tt^fi^ *7-th (Xt- v7°S 1 1 4) o m-&l-£:ffcLtzm 

ffifc<n^y-%!m*MftLx Uf-^sin) > ^a^—r^^ 

#£HT1-&o ?y4T> \>BKttLT<7 J *>Xl*§£ft2ti%^ 0 

[0 19 8] 

fia^a^?&aEtc»T Lfc*r&*cf±, 9 -b >X • -9— AB fi> $ £ 

Uf y/Sl 16) , J- - *f<D &t>tl2> (Xf7 7"S117) , 
[0 19 9] 

^-fWi:^l^i:ii, ^7-(7>fB^f 3 «07^ 
•fe^X^#^t?^a t^IJifU ^f77*S 1 1 7 0MNoH^f5'7"Sl 

[0 2 0 0] 
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D£IR#1-& Uf^S 1 1 8) o 
[0 2 0 1] 

JB^&SfclfcKL Ur>7 7*Sl 19) , 3^f^70$ 
t&7G-C&&^94 T> h AO^W-b^^co^riE^^iy (^fy7'S 1 2 

0) o 

10 2 0 2] 

^7^f7> h Atco^TO^'f-fe^XOIt^^^t^^^ti, * 
7>f7> hB^^^M^^H'-b^^^ll^-e^^t^JifU Xfy7S12 
0OMNo*f>Xfy7*S 1 2 1 tolA/tN ^^-b>^j»AtC#^di^H^ 

[0 2 0 3] 

HB^g^^^^-TL7t^^{±, TOIWjC^ >f^C 

[0 2 0 4] 

^777S12 1T1i, 94-fe>* • -9— ^^B(i> HWH— /<B KT^-trX L 
4f^i^^It-5c R£lf— /<Btf\ -74-fe>* ■ ^-^Bfr{b<D-5-m*& 

[0 2 0 5] 
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10 2 0 6] 

7 *>*mmmzT? lt, 9 w -t mtc^-t * 9 * * 
n^m-r Ur-^s 124)0 y j ^mm^mzKx^&y 4 * 

[0 2 0 7] 

f 77°S12 5) o 
[0 2 0 8] 

& $ tLT * <&^&fh&*&3l KJS C T * h C £> 

[0 2 0 9] 

%Ml-ztx\ m 1 2 tc^tfct 9 &^-f Ux^ys 1 2 7 

128) o 

[0 2 10] 

7IDSr*tr) *f I D 7- Kfc#Jfctt#TfB1fc LT& < 0 Srt^ H 

ID«rJt— if IDWJSWCSESk-r* U7-;7*S12 9) o ft^T*- * ^ 
-^AlcfB^L^rtWti, TOMSK J: l9^mT*-^^-^C^^E^$tLT 
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[0 2 11] 



ft&K. 9>f-fe>^ • "9— ^'Bfi, li^-^BtCT^-feX LT. a-f ID 
[0 2 12] 

^^UfeS&^M^ m—x.—*fom<D 9?Jt>y frhWMVtz avt^ £fU 

oTfljlJfPStL&o 
[0 2 13] 

4 fe* mm^-r- 9 b oihii^it'- * c 

[0 2 14] 
[0 2 15] 

(1) , J-7lD^7^7>MD«f-7'^ 

(2) 9?4T> h I Dta-f I DWf-7*;V 

(3) z>f-yy lD£9 4'te>XID<7)ftfcT-7 9 )\' 

(4) Jx-Hf I Dtf^Vo- VLtzy 4 -\z> 7><D7 4 I D«f-y 
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[0 2 16] 
[0 2 17] 
[0 2 18] 

T > He xmX U;3>r>7W5^TVh T^^T LX&mir&Zt &X § 

^14 3 v x > y E«***^*fHiflMr^«: t (Dm & <nmmxmMir &x 

§ & o 

[0 2 19] 

-rr^h t&mLxmm^&fztbKm&tfzt&.'fzWf&fci*, *<omn*?4T 

[0 2 2 0] 
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[mi] 

<7) -mmm K^uy^y^mt^^y-^ <DMj&m *m&,m ^Ltz 

[H2] 
[EI4] 
[H6] 

^ 5^ r> h#^^-t>* • -9-- ^KWr^^T&d fe4e>ofea#jK*^L 

[HI 7] 

b 

[H8] 
[EJ9] 
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[mi o] 
[mil] 

* 9 >f T > h Afifl-e^^ > n - K Liz n >>r > ? fc*£&SS& 9 W Hr 



[014] 

? *7 4 T> ^^llffi"^^ ^-Y-fe>X • -9— &y-f *>*O3Efr*0s3 
[HI 5] 

[mi 6] 

Kte fff^O*li^OTT«9 >f -fe y^*W&-f%> tz&<Dtm=£m*m Ltz "7 
[HI 7] 

[mi 8] 



[mi 2] 
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